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yBERCRIMES (PROHIBITION, PREVENTION, ETC.)
¢ ACT, 2015

Act No. 17

AN ACT TO PROVIDE FOR THE PrROMIBITION, PREVENTION, DETECTION,
RESPONSE; INVESTIGATION AND ProsECUTION OF CYBERCRIMES : AND FOR
OTHER RELATED MATTERS.

[15th day of May, 2015]

exacteD by the National Assembly of the Federal Republic of Nigeria

PART 1—OBJECT AND APPLICATION

1. The objectives of this Act are to—

(a) provide an effective and unified legal, regulatory and institutional
camework for the prohibition, prevention, detection, prosecution and

punishment of cybercrimes in Nigeria ;

(b) ensure the protection of critical national information infrastructure;

and
(¢) promote cyber security and the protection of computer Systems and
networks, electronic communications, data and computer programs,

intellectual property and privacy rights.
2. The provisions of this Act shall apply throughout the Fcderal Republic
of Nigeria.

ParT 1]—PROTECTION OF CRITICAL NATIONAL
INFORMATION INFRASTRUCTURE

3.—(1) The President may, on the recommendation of the National
Security Adviser by Order published in the Federal Guzette, designate certain
Computer Systems or Networks, whether Physical or Virtual. the Computer
Programs, Computer Data or Traffic Data Vital to this Country that the
incapacity or destruction of or interference with such Systems and Assets
would have a debilitating impact on Security, National or Economic Security,
National Public Health and Safety, or any Combination of those matters as

constituting Critical National Information Infrastructure,

The Presidential Order made under sub-section (1) of this Section may
prescribe Minimum Standards, Guidelines, Rules or Procedure in respect of—

(a) protection or preservation critical information infrastructure ;
(b) the general management of critical information infrastructuce ;

(¢) access to, transfer and control of dara in any critical information

infrastructure ;
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